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Introduction and Background

The United States released the Third Open Government National Action Plan (NAP) in October 2015. The
third NAP was created keeping in mind the four open government principles: transparency, civic
participation, public accountability, and technology and innovation for openness and accountability.
Each of the 45 initiatives reflect one or more of those principles. This Self-Assessment Report describes
the development process for the third NAP and the progress made implementing the initiatives halfway
through the two-year implementation period.

National Action Plan Process

The United States publicly shared the timeline for development of the third NAP via a blog post on the
White House Open Government blog in June 2015. The development process was also discussed in
meetings with civil society organizations and via Twitter.

In developing the third NAP, the United States expanded efforts to co-create the plan with civil society.
The process kicked off with a joint workshop in March 2015 with representatives from government and
civil society brainstorming new ideas for the NAP together. Ideas were also generated and captured on a
publicly available collaborative platform and through several consultation sessions with civil society as
well as a large, livestreamed public meeting. In-person meetings were focused on broad themes in the
NAP including privacy, open data, freedom of information, whistleblowers, and fiscal transparency, and
also included a conference call option.

Throughout the first year of implementation of the third NAP, the United States continued to engage
with civil society through in-person meetings, email, and phone calls; by sharing information through
the U.S. Open Government discussion group; and via agency websites, blog posts, and Twitter accounts.
Civil society organizations continued to join the standing monthly working meeting for open government
leaders across the Executive Branch on a quarterly basis. Government leaders carrying out commitments
also engaged in targeted outreach to civil society stakeholders who work on related topics.

Independent Review Mechanism Recommendations

The United States addressed both general and specific recommendations provided by the Open
Government Partnership’s Independent Review Mechanism (IRM), which consists of an independent
research team that reviews development and implementation of a NAP and issues a report on those
findings. The IRM report was released in September 2015, late in the planning cycle for the next NAP
making it difficult to meaningfully take recommendations into account. Several recommendations
pertained to process and engagement, such as to “promote wider engagement with a more varied
group of civil society organizations” and expand participation “outside the beltway” to reach a broader
range of individuals. Agencies have remained the driving force behind development, implementation,
and consultation for the NAP process. Agency open government professionals meet on a monthly basis
and regularly share updates on their progress to implement NAP initiatives. Those meetings are opened
up to civil society organizations on a quarterly basis. The United States continues to make efforts to
reach outside the Washington, D.C. area to connect with more varied stakeholders online and in person.
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https://www.whitehouse.gov/sites/default/files/microsites/ostp/final_us_open_government_national_action_plan_3_0.pdf
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The IRM report also suggested that the third NAP should include commitments on specific substantive

areas:

e Regarding declassification and overclassification, the IRM report recommended that the
“findings from the pilot project to use technology tools to declassify presidential records should
be made publicly available. A discussion on the pilot and these findings should be facilitated
with the public as well as [civil society] members regarding its potential use for classification and
declassification.” In June 2015, the findings from the pilot project were presented in a public
meeting at the National Archives that included a discussion component.

e The IRM report recommended that the U.S. government begin posting records already released
under the Federal Freedom of Information Act (FOIA). In the third NAP, the Administration
committed to leading a pilot program to test the feasibility of posting such records and in a June
2016 report on the pilot, the Department of Justice discussed findings and explained that the
newly created Chief FOIA Officers Council will consider the best way forward for implementing a
policy of posting records released under FOIA.

e Regarding whistleblower protection, the IRM report also recommended added attention to
training and instituting an award for whistleblowers. The third NAP includes a commitment to
develop a common whistleblower training curriculum for the intelligence community and those
leaders have already consulted with civil society organizations on the content of the training.
The intelligence community has also committed to establishing a National Intelligence
Professional Awards program to recognize superior service by an intelligence professional in
effectuating change by speaking truth to power, by exemplifying professional integrity, or by
reporting wrongdoing through appropriate channels.

Implementation of National Action Plan Commitments

The third NAP includes 45 open government commitments. Each is discussed in greater detail below.
Many of these initiatives were created with the intention of becoming a regular part of the work being
done and, while may be achieved as intended for the purposes of this plan, will remain ongoing efforts.

Open Government to Improve Public Services

1. Reconstitute USA.gov as the Front Door to the U.S. Government

Lead government actors

General Services Administration (GSA)

Other actors involved

All Federal agencies, the public

Main objective

Help the public better find information about government activities and
services.

Brief description

Implement additional user-centered enhancements, including enhanced
content and work with agencies to help the public identify and receive
services they need based on their own goals.

Relevance

This commitment relates primarily to participation as well as technology
and innovation.



http://transforming-classification.blogs.archives.gov/2015/07/06/what-we-heard-and-learned-at-our-june-25th-public-meeting/
https://www.justice.gov/oip/reports/proactive_disclosure_pilot_assessment/download
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Ambition

This commitment is part of a reimagined Federal Front Door, which is an
ambitious effort to improve public-government interactions through
citizen engagement, transparency, better design, and information sharing.

Completion level

Not started Limited Substantial Completed

v

Description of results

Content writers and user experience designers are performing focused,
intensive user testing to evaluate the effectiveness of content for website
visitors as well as USA.gov contact center customers and agents.
Additionally, a small team has begun work to evaluate and improve the
design and content of the USA.gov landing page, which remains the first
touch for a significant percentage of users. Finally, GSA is working with the
Small Business Administration and the Department of Commerce to
integrate information and services from Business.USA.gov into USA.gov,
with the intention of reducing duplication across .gov websites, providing
critical content to America’s business owners, and expanding the reach of
this important initiative.

End date

This work will remain ongoing.

Next steps

GSA will continue user testing and will continue sharing results with
agencies to help them improve their own services. The USA.gov Contact
Center will continue to hold monthly listening sessions, where digital
content managers, designers, project and product managers can listen in
on live calls handled by the contact center. The team will continue
communicating its work through the USA.gov blog.

2. Increase Accessibility of Government Information Online

Lead government actors

GSA

Other actors involved

All Federal agencies, members of the public

Main objective

Develop and adopt accessible, universally- designed programs and
websites to ensure that every American has access to public services.

Brief description

a. Implement and improve upon the U.S. web design standards.
b. Review and report accessibility compliance of Federal websites.
c. Develop limited-English proficiency (LEP) policies and programs.

Relevance This commitment relates to transparency as well as technology and
innovation.
Ambition These efforts aim to ensure that every American has access to public

services by focusing on accessibility needs and better user experiences.



https://labs.usa.gov/
https://www.usa.gov/
https://www.usa.gov/
https://www.business.usa.gov/
https://www.usa.gov/
http://www.gsa.gov/portal/category/25591
http://www.gsa.gov/portal/category/25591
https://blog.usa.gov/
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Completion level

Not started Limited Substantial Completed

a,b,c

Description of results

a. The interagency team working on the U.S. web design standards has
released several maintenance updates and plans to have a major
release and update in Fall 2016. Several agencies are using the
standards in their digital work. The public can follow the work via a
detailed roadmap.

b. GSA’s Pulse accessibility program will use an open source technology
to scan .gov domains against accessibility standards consistent with
Section 508 of the Rehabilitation Act. This effort will identify a subset
of potential accessibility errors and display accompanying
recommendations. This tool is intended to be used in conjunction with
manual inspection and will not be a replacement for full accessibility
assessments. GSA is working with the Chief Information Officers
Council Accessibility Community of Practice, agency coordinators and
web developers to devise a deployment strategy for agencies.

c. GSA developed a comprehensive LEP Action Plan consisting of three
main areas: development and deployment of an agency-wide language
translation services contract and procedures which has been
completed; targeted outreach and education for recipients of Federal
Financial Assistance which is underway; and meaningful LEP access for
GSA’s public-facing programs and in Federal buildings and locations
under GSA custody and control which is underway.

End date

This work will remain ongoing.

Next steps

a. Continue user research with both public and government users.

b. Deploy the Pulse program to agencies.

c. Continue collaboration with the LEP Interagency Working Group and
continue outreach to the public on LEP policies and programs.

3. Expand Access to Educational Resources through Open Licensing and Technology

Lead government actors

Department of Education, Department of State, Institute of Museum and
Library Services (IMLS), and Office of Science and Technology Policy (OSTP)

Other actors involved

All Federal agencies, civil society organizations

Main objective

Encourage open education initiatives.

Brief description

a. Openly license more Federal grant-supported education materials and
resources.

b. Gather stakeholders to encourage further open education efforts and
publish best practices and tools for agencies interested in developing
grant-supported open licensing projects.



https://standards.usa.gov/
https://standards.usa.gov/about-our-work/product-roadmap/
https://pulse.cio.gov/
https://pulse.cio.gov/
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Relevance This commitment relates to transparency as well as technology and
innovation.
Ambition This commitment aims to improve government practices and government

service delivery.

Completion level

Not started Limited Substantial Completed

a,b

Description of results

a. Agencies are currently working to produce Federal grant-funded open
educational resources.

b. Education, IMLS, State and OSTP have gathered stakeholders to
encourage open education efforts. In consultation with Federal agency
and civil society experts, the team is developing a Federal Playbook on
Open Licensing that addresses the most significant issues with
successfully including open licensing requirements in Federal grants
and programs.

End date Agencies will continue working to produce additional Federal grant-
funded open educational resources. The Playbook is expected to be
published by 2017.

Next steps Publish examples of Federal grant-funded open educational resources and

publish Federal Playbook on Open Licensing.

4. Launch a Process to Create a Consolidated Public Listing of Every Address in the United

States

Lead government actors

Department of Transportation (DOT), Census Bureau in the Department of
Commerce, Department of Homeland Security (DHS), Environmental
Protection Agency (EPA)

Other actors involved

State and county government leaders

Main objective

Provide public access to residential and commercial property address
information in an open, easily accessible format.

Brief description

Coordinate across the public and private sectors to gain consensus on an
open standard for public address information. Pursue open data strategies
for sharing non-private address information. Explore uses of this
information that drive innovation and inform the public.

Relevance This commitment relates to transparency as well as technology and
innovation.
Ambition This effort involve major coordination among Federal agencies as well as

with state and county governments. It is a challenging undertaking.
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Completion level

Not started Limited Substantial Completed

v

Description of results

DOT is leading coordination to publish a National Address Database and is
tracking progress online. In Spring 2016, DOT developed content
guidelines and has been working with states including Arizona and
Arkansas, as well as counties, to share non-private address data.

End date Much of this work will be completed in 2016 and 2017 but will likely
remain ongoing.
Next steps DOT is seeking additional state and county partners. Next steps include

launching a data challenge to develop a crowdsourced app to collect data
from state and local governments, developing a process to verify that
data, and including the data in the National Address Database.

5. Help Students Make Informed Decisions About Higher Education

Lead government actors

Department of Education, Department of Treasury, Department of
Veterans Affairs, OMB

Other actors involved

Higher education institutions, educational organizations, and students and
parents

Main objective

Provide comprehensive and more reliable data on costs and student
outcomes at U.S. post-secondary institutions to aid those choosing
colleges as well as those working to improve college access and quality.

Brief description

Continue testing the College Scorecard to optimize features and
capabilities, release annual updates to the College Scorecard data, form
technical review panels to explore how to strengthen data collection and
use, and create new capabilities with the open application programming
interface (API).

Relevance This commitment relates to transparency as well as technology and
innovation.
Ambition This commitment requires data sharing and coordination among several

departments.

Completion level

Not started Limited Substantial Completed

v

Description of results

Since President Obama announced the launch of the College Scorecard
website in 2015, more than 1.4 million individual users have accessed the
site and more than 600 developers have accessed the API. To improve and
promote the tool, Education works closely with other agencies and has
established a partnership with the Department of Treasury to produce its
earning measures for every institution in the country. To help provide



https://cio.gov/dot-presses-forward-on-national-address-database/
http://www.transportation.gov/NAD
https://collegescorecard.ed.gov/
https://collegescorecard.ed.gov/
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information specific to veterans accessing higher education, the
Department of Veterans Affairs redesigned the Gl Bill Comparison Tool,
drawing upon College Scorecard data. In December 2015, Education also
brought together a technical review panel to highlight key research on
college choice and information-seeking behaviors and to solicit
improvements and new ideas for creating personalized, relevant college
search mechanisms.

End date

This effort will remain ongoing.

Next steps

Continued maintenance, dissemination, and improvement.

6. Make it Easier for Individuals to Access Their Own Information

Lead government actors

Office of Management and Budget (OMB) and GSA

Other actors involved

Privacy advocates and the public

Main objective

Improve the public’s ability to request and access information about
themselves through new authentication tools that enhance protection of
individual privacy.

Brief description

Develop new authentication tools to protect individual privacy and ensure
that personal records go only to the intended recipients.

Relevance

This commitment relates to technology and innovation.

Ambition

This is a very challenging process that many countries are currently
working to address; it is an ambitious, transformative commitment.

Completion level

Not started Limited Substantial Completed

v

Description of results

The interagency team has been working to secure funding for this project.
The initial phase of work will begin in Fall 2016 with product prototyping,
user research, usability testing, and extensive stakeholder research.

End date

This project will be on going with a version launch planned for June 2017.

Next steps

At the end of the initial phase, the team will assess viability of the project
and identify pilot partners for next steps.

7. Support Open311 to Enhance Transparency and Participation

Lead government actors

GSA

Other actors involved

City government and civil society leaders
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Main objective

Reduce the burden of navigating the separation between local and Federal
government when finding government services and reporting problems.

Brief description

Expand avenues for public participation and provide transparency in
government service delivery across both local and Federal governments.

Relevance This commitment relates to transparency, accountability, participation,
and technology and innovation.
Ambition Coordination between the Federal government and localities requires

extensive effort and careful consideration.

Completion level

Not started Limited Substantial Completed

v

Description of results

GSA hosts monthly conference calls with city governments and the
broader Open311 community to provide technical updates and discussion
around Open311 development including a new format to release Open311
data in bulk. Several new cities are committing to provide access to
Open311 data and GSA has begun to develop pilots to leverage Open311
for Federal services and to combine information about government
services across local and Federal government.

End date

This work is ongoing.

Next steps

Transition from commitments to full Open311 access in new cities and
complete and expand Federal government pilots.

8. Empower Americans and Improve Health with Data-Driven Precision Medicine

Lead government actors

Department of Defense, Department of Energy (DOE), Department of
Health and Human Services (HHS), Department of Veterans Affairs (VA),
and the National Institute of Standards and Technology (NIST) at
Commerce

Other actors involved

Researchers, technologists, health and privacy advocates, medical
professionals and care providers, veterans, and the public

Main objective

Enable a new era of medicine through research, technology, and policies
that empower patients, researchers, and providers to work together
toward development of individualized care, and ultimately help improve
public health outcomes.

Brief description

a. Build a volunteer research cohort of more than one-million
participants who are centrally involved in the design and
implementation of the cohort.

b. Link genomic data, biological samples, data from mobile devices, and
lifestyle data with clinical data from electronic health records.
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C.

Promote “direct-from-participant” functionality allowing patients to
directly access and donate their health data for research.

Relevance

This relates to transparency, participation, and technology and innovation.

Ambition

This is an unprecedented national effort to gather and share health data
while promoting transparent practices and protecting privacy.

Not started Limited Substantial Completed
Completion level
C a, b
Description of results a. NIH received funding for a research cohort and hired a director for that

program in 2016. NIH also awarded $55 million to health care provider
organizations, technology developers, and community health centers
to take steps to recruit one million or more participants for the cohort.
The VA has also enrolled 500,000 veterans into the Million Veterans
Program and is working with DoD to enroll active duty members of the
Armed Forces into the program and is working with DOE to increase
their speed of conducting science.

The National Cancer Institute (NCI) at the National Institutes of Health
within HHS is running a trial on molecular analysis for therapy choice
to include 5,000 people across 2,400 sites. NCI will also launch a similar
pediatric trial. In June 2016, NCI launched the Genomic Data Commons
as a unified data system to promote sharing genomic and clinical data
between researchers. There are currently more than 32,000 patients
represented. NCl also launched the Human Cancer Models Initiative
which will generate new, next-generation cancer models to enable
researchers to explore mechanisms of cancer sensitivity and resistance
to therapy. The Food and Drug Administration within HHS is
developing a novel approach to regulate next generation sequencing
tests that includes voluntary reliance on consensus standards and
high-quality, publicly available scientific evidence and has issued draft
guidance documents for comment. FDA has also developed
precisionFDA, an open source, cloud-based platform for the genomics
community to collaborate and share data, ideas, and methods to
advance the use of next generation sequencing technology. The Office
for Civil Rights within HHS released new guidance further clarifying
individuals’ fundamental right under the Health Insurance Portability
and Accountability Act to access their health information. NIST
developed and deployed the first whole human genome reference
materials to support new genome sequencing methods development,
confidence in genome sequencing results, and to act as standards for
FDA’s regulatory oversight.

NIH and ONC launched Sync for Science (54S), a pilot to allow
individuals to access their health data and donate it for research.

End date

This work will remain ongoing.
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Next steps

Continue building and launch the PMI volunteer cohort based at NIH,
support the work of precisionFDA, encourage further progress at VA and
within the Million Veterans Program to allow more researchers access to
data, and carry out the pilot on health data donation.

9. Increase Access to Workforce Data to Promote Employment

Lead government actors

Department of Labor, OSTP

Other actors involved

Academia, industry, and other private organizations

Main objective

Increase interoperability of and access to workforce data ecosystem,
establishing a new baseline from which a new generation of workforce
innovation can develop.

Brief description

Define a data schema that establishes interoperability among training,
skill, job, and wage listings across the Internet and work with search
providers and aggregators to build APIs to index and make that data
available.

Relevance This commitment relates to transparency, participation, and technology
and innovation.
Ambition This commitment will transform the way that workforce data is made

available.

Completion level

Not started Limited Substantial Completed

v

Description of results

The National Workforce Data Initiative is a partnership between Labor, the
University of Chicago, and public and private partners to enable
interoperability, facilitate open standards, and create easy access points
for open data on jobs, skills, training, and wages. The initiative is using
machine learning and natural language processing to create new data on
the dynamics of skills and jobs in the American economy from the pooled
data shared by partners. Consistent with applicable privacy laws, the new
data on skills and jobs are being made available as a free, open data
resource, both as raw files as well as through an application programming
interface (API) that lets developers incorporate the co-op data into their
products and services.

End date

This commitment is on track to be completed by June 2017.

Next steps

Continue making data available through APIs and work with industry
working groups to create a new ecosystem of products and services.
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10. Promote Evidence-Based Policy for More Effective Service Delivery

Lead government actors

White House Domestic Policy Council (DPC), OMB, OSTP

Other actors involved

Federal departments and agencies

Main objective

Use evidence and concrete data to evaluate government programs and
policies to improve public service delivery.

Brief description

Catalyze specific actions across agencies to advance the use of evidence in
decision-making, policy, and practice.

Relevance

This commitment relates to transparency and participation.

Ambition

This effort introduces a new way of working to many Federal offices and
programs.

Completion level

Not started Limited Substantial Completed

v

Description of results

Twenty-two agencies have submitted 75 commitments to advance the
Administration’s use of evidence in decision-making, policy, and practice
to be completed by January 2017 through the Evidence Deputies process.
The DPC Office of Social Innovation is monitoring implementation of these
commitments.

End date

This commitment will remain ongoing.

Next steps

Continue monitoring implementation of commitments and share notable
achievements resulting from the initiative.

11. Expand the Use of the Federal Infrastructure Permitting Dashboard

Lead government actors

Council for Environmental Quality, OMB, Federal Permitting Improvement
Steering Council

Other actors involved

Federal agencies that play a significant role in the permitting, review,
funding, and development of large-scale infrastructure projects.

Main objective

Increase transparency and accountability of the review process for
applicants and sponsors of large-scale infrastructure projects.

Brief description

Develop coordinated project review schedules and post them publicly on
the Federal Infrastructure Permitting Dashboard.

Relevance

This commitment relates to transparency and accountability.

Ambition

Many of these requirements build on ongoing action, but this
commitment expanded the scope.
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Completion level

Not started Limited Substantial Completed

v

Description of results

In December 2015, President Obama signed into law the Fixing America’s
Surface Transportation Act (FAST Act), which included, in Title 41, a

number of new requirements aimed at improving the Federal
authorization and environmental review process for major infrastructure
projects, including expanded use of the Permitting Dashboard. The
Administration has established an interagency governance structure and
steering council to oversee long-term improvements to the Federal
permitting and review process and will develop new fee regulations, issue
implementation guidance, and publish an annual best practices report.
Quarterly updates for this work are posted online.

End date

This commitment is on track to be complete in 2016.

Next steps

Fully implement the requirements of the FAST Act.

12. Consolidate Import and Export Systems to Promote the Economic Competitiveness of U.S.

Businesses

Lead government actors

DHS Customs and Border Protection (CBP) along with other Federal
agencies with authorities at U.S. borders

Other actors involved

Civil society stakeholders, including industry, customs brokers, importers,
software vendors, and others

Main objective

Consolidate import and export systems consistent with Executive Order
13659 to create a “single window” by December 2016.

Brief description

Launch a consolidated single-window platform to streamline and speed
important and export transactions, increasing economic efficiencies and
effectiveness.

Relevance

This commitment relates to transparency and technology and innovation.

Ambition

This commitment aims to completely overhaul current government
processes across multiple agencies, bringing efficiency to both
government and non-governmental stakeholders, increasing transparency
of the import-export process.

Completion level

Not started Limited Substantial Completed

v

Description of results

The consolidated single-window platform is partially complete and is on
target to be complete for partner agencies by the end of 2016. The public
can track progress of deployment of core capabilities online. CPB will also
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continue to publish Federal Register Notices advising the trade community
of deadlines and mandatory filing requirements.

End date

This commitment is on track to be complete in 2016.

Next steps

Development of additional capabilities will continue to implement import
and export transactional processing enhancements.

Access to Information

1. Improve Management of Government Records

Lead government actors

National Archives and Records Administration (NARA)

Other actors involved

Civil society organizations

Main objective

Modernize records management to promote openness and accountability
by better documenting the actions and decisions of the Federal
government.

Brief description

a. Release a public dataset of positions of government officials whose
email will come to NARA for permanent preservation.

b. Add questions regarding email management to agencies through new
and existing reporting mechanisms and report publicly on agencies’
progress.

c. Seek feedback from civil society to improve access to the data
contained within the records control schedule repository.

Relevance

This commitment relates to transparency and accountability.

Ambition

The whole-of-government email modernization project requires extensive
coordination and changing business practices across agencies.

Completion level

Not started Limited Substantial Completed

c a b

Description of results

a. InlJune 2016, the first two agencies, NARA and the National Security
Agency, were approved to use the Capstone approach for managing
email, General Records Schedule 6.1. In the coming months, NARA will
continue to receive and process other agency requests for disposition
under that records schedule and will update the online dataset of
government officials.

b. NARA has added questions related to email management through both
the Records Management Self-Assessment and Senior Agency Official
for Records Management reports.

Cc. NARA has implemented internal procedures to streamline the posting
of records schedules into the records control schedule repository.
NARA is planning a public meeting to solicit feedback from the public,
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agency customers, and other stakeholders on improvements to the
website and the functionality of the repository.

End date

This commitment is on track to be completed by June 2017.

Next steps

Continue adding additional agencies and government officials to the
Capstone dataset and engage with the public.

2. Modernize Implementation of the Freedom of Information Act

Lead government actors

Department of Justice (DOJ), Internal Revenue Service (IRS), and NARA

Other actors involved

All Federal agencies, civil society organizations

Main objective

Improve the implementation of FOIA to increase efficiency and
effectiveness for Federal government employees and customers.

Brief description

a. Expand the services on FOIA.gov to launch a consolidated online FOIA
service and other tools.

b. Lead a pilot program to test the feasibility of posting FOIA-released
records online and make the results publicly available.

c. Issue guidance and best practices for agency FOIA web pages.

d. Develop tools to teach students about FOIA.

€. Release public information from electronically filed nonprofit tax filings
as open, machine-readable data.

Relevance This commitment relates to transparency, accountability, and technology
and innovation.
Ambition Improving FOIA administration remains a challenge across all U.S.

departments and agencies, despite high-level attention and continued
efforts.

Completion level

Not started Limited Substantial Completed

a,d c b, e

Description of results

a. DOIJis working to create a proposal for the first phase of iterative
development to begin working to meet the requirements of a
consolidated request system as well as other tools to aid FOIA
requesters.

b. DOlJ led a pilot program with participants from all or part of seven
agencies. The full assessment and findings from the pilot can be found
online. DOJ presented the results of the pilot at the first meeting of the
Chief FOIA Officers Council and is engaged with the Council in
developing a way forward.

c. InlJune 2016, DOJ and NARA held a requester roundtable meeting to
gather input from agency and requester stakeholders for the guidance.
DOJ and NARA will also solicit input from digital service and technology
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experts on best practices in website design and functions and expect
to issue best practices and guidance by early 2017.

NARA is working to leverage its existing educational resources and
network of educational professionals to develop material about FOIA
that can be easily integrated into lesson plans. NARA is also working to
identify records in the National Archives Catalog that can help students
understand how FOIA can be used to learn more about the
government’s actions.

In June 2016, IRS announced that, going forward, electronically filed
Form 990 data will be available online in a machine-readable format.
The personally identifiable information is removed from the data made
public.

End date Commitments that are not yet complete are on track to be completed by

June 2017; however, much of this work will remain ongoing.

Next steps a. DOJ will work closely with OMB, EPA, DHS and all agencies and expects
to launch the first phase of the comprehensive FOIA request portal by
the end of 2017.

b. DOJ will work with the Chief FOIA Officers Council to examine issues
related to implementation of such a policy, continue gathering input
from stakeholders, and draft a policy.

c. DOJ and NARA will continue outreach and information gathering and
will issue best practices and guidance by early 2017.

d. Develop and publish materials for students.

e. IRS will continue releasing this information as machine-readable data.

3. Streamline the Declassification Process

Lead government actors

Central Intelligence Agency and NARA

Other actors involved

Classification Reform Committee, Federal agencies with classification
authority, and civil society stakeholders

Main objective

Identify processes and tools to help automate and streamline
declassification.

Brief description

a.

d.

Develop a plan to expand the use of technological tools to help
automate declassification review.

Pilot a declassification guide based on a topic or event to allow
information to be reviewed where it resides rather than referred to
other agencies.

Implement a special systematic declassification review program for
previously reviewed and exempted historical Federal records.
Declassify no-longer-sensitive Presidential Daily Briefs.

Relevance

This commitment relates to transparency and technology and innovation.
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Ambition

All work related to declassification is challenging, but in particular
increasing the use of technology tools in the declassification process is a
difficult and expansive commitment that will require extensive
coordination.

Completion level

Not started Limited Substantial Completed

a,b c d

Description of results

a.

The CIA continues to test, evaluate, and refine technological tools for
use in the declassification process.

The Classification Reform Committee (CRC) tasked agencies to identify
potential topics by Fall 2016 for inclusion in an interagency
declassification guide. CRC will evaluate the responses and propose a
potential topic to pilot and test.

The National Declassification Center (NDC) at NARA completed an
inventory of records that were previously reviewed and exempted and
accessioned to NARA prior to 2010. The NDC then built a database of
older review decisions and records statuses and piloted several record
groups to test the review process. As records are declassified they are
re-filed and NARA will list the related records series online. More than
66,000 pages have been declassified following this process thus far.
The CIA led an interagency effort to declassify more than 2,500
President’s Daily Briefs created between January 21, 1969 and January
20, 1977. These documents were released to the public on August 24,
2016 and are accessible on the CIA’s Electronic Reading Room

webpage.

End date

This commitment will remain ongoing.

Next steps

Continue exploring new tools to assist with the declassification process,
pilot a topical declassification guide, and continue declassifying previously
reviewed and exempted historical Federal records.

4. Implement the Controlled Unclassified Information program

Lead government actors

NARA

Other actors involved

CUI Advisory Council and Federal agencies possessing controlled
unclassified information (CUI)

Main objective

Implement an open and unified program for managing unclassified
information that requires safeguarding or dissemination controls.

Brief description

Issue implementation guidance, establish phased implementation
schedules, and publish an enhanced CUI registry.

Relevance

This commitment relates to transparency.
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Ambition

This is a multi-year initiative that has involved coordination among
multiple Federal agencies and is finally nearing completion.

Completion level

Not started Limited Substantial Completed

v

Description of results

NARA will publish the CUI regulation, phased implementation schedule,
and enhanced CUI Registry in Fall 2016.

End date

This commitment is expected to be complete by Fall 2016.

Next steps

Publish the CUI regulation and accompanying implementation materials.

5. Improve Transparency of Privacy Programs and Practices

Lead government actors

OMB

Other actors involved

Agencies covered by the Chief Financial Officers Act of 1990

Main objective

Ensure the protection of privacy in Federal information.

Brief description

Revise guidance on Federal agencies’ responsibilities for protecting
personally identifiable information.

Relevance

This commitment relates to transparency and accountability.

Ambition

This effort will increase transparency and accountability.

Completion level

Not started Limited Substantial Completed

v

Description of results

In July 2016, OMB issued revised guidance under Circular A-130 titled
“Managing Information as a Strategic Resource.” OMB posted a draft of
the circular in October 2015 and accepted comments from the public. The
new Circular A-130 outlines some of the general responsibilities for
Federal agencies managing personally identifiable information, including:
establishing and maintaining a comprehensive, strategic, agency-wide
privacy program; applying the Risk Management Framework developed by
the National Institute of Standards and Technology to manage privacy
risks in the information system development life cycle; and using the fair
information practice principles when evaluating information systems,
processes, programs, and activities that affect privacy.

End date

This commitment is complete.

Next steps

OMB will support agencies as they implement this guidance.

6. Enhance Transparency of Federal Use of Investigative Technologies

Lead government actors

DHS and DOJ

Other actors involved

Law enforcement agencies and civil society organizations
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Main objective

Protect the privacy and civil liberties of the public when using new
technologies for law enforcement and homeland security.

Brief description

Develop and make publicly available privacy analyses for advanced
technologies and undertake periodic privacy review of their use.

Relevance

This relates to transparency and accountability.

Ambition

This commitment was very challenging to make considering the important
privacy and civil liberties considerations balanced with law enforcement
investigative needs.

Completion level

Not started Limited Substantial Completed

v

Description of results

In May 2015, DOJ issued policy guidance for the domestic use of
unmanned aircraft systems (UAS) technology that adheres to the
Presidential Memorandum that outlined required privacy, civil liberties,
accountability, and transparency principles. This guidance ensures that
DOJ continues to carry out its law enforcement and national security
missions while respecting individuals' privacy, civil rights, and civil
liberties. It also helps to ensure an appropriate level of accountability and
transparency. Senior Component Officials for Privacy in agencies using
UAS must conduct annual privacy reviews of their agency’s use of UAS to
ensure compliance with existing laws, regulations, and DOJ policy, and to
identify potential privacy risks. Building on a DOJ convening in August
2015 to develop the basic blueprint on how law enforcement agencies can
use UAS most effectively, fairly, and transparently, DOJ is preparing a
report that will present considerations and recommendations for
implementing an unmanned aerial vehicle program for law enforcement.

In December 2015, DHS published Best Practices for Protecting Privacy,
Civil Rights & Civil Liberties in Unmanned Aircraft Systems Programs, after
more than three years of researching and reviewing the DHS experiences
with UAS. The best practices document followed a 2012 Privacy Impact
Assessment for Aircraft Systems to evaluate small UAS performance in
restricted airspace with little or no impact on privacy, civil rights, and civil
liberties, and a 2013 Privacy Impact Assessment on the use of sensors by
Customs and Border Protection (CBP) of all types on manned and
unmanned aircraft that explains how CBP captures video images, still
images and radar images, some limited electronic signals information, and
how this data is used retained and destroyed.

In September 2015, DOJ issued formal policy guidance on the use of cell-
site simulator technology. This policy provides DOJ components with
standard guidance for the use of cell-site simulators in DOJ’s domestic
criminal investigations and will establish new management controls for
the use of the technology. DOJ has, in the past, appropriately obtained
authorization to use a cell-site simulator by seeking an order pursuant to
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the Pen Register Statute. Going forward as a matter of policy, law
enforcement agencies must now obtain a search warrant supported by
probable cause and issued pursuant to Rule 41 of the Federal Rules of
Criminal Procedure or the applicable state equivalent. Such a warrant is
required except when there are exigent or other exceptional
circumstances, recognized under Fourth Amendment case law, where a
search warrant is not required. Each DOJ component must establish
protocols that include training on privacy and civil liberties developed in
consultation with DOJ’s Chief Privacy and Civil Liberties Officer.
Additionally, individuals can submit privacy and civil liberties complaints
through the DOJ Privacy Mailbox at privacy@usdoj.gov. The Office of
Privacy and Civil Liberties reviews each privacy complaint that is
submitted, including in connection with UAS use.

In October 2015, DHS also issued formal policy guidance on the use of cell
site simulators addressing the need for them to be used in a manner that
is consistent with the requirements and protections of the Constitution,
including the Fourth Amendment, and applicable statutory authorities,
including the Pen Register Statute. Any information resulting from the use
of cell-site simulators must be handled in a way that is consistent with the
array of applicable statutes, regulations, and policies that guide law
enforcement in how it may and may not collect, retain, and disclose data.
DHS Components using cell-site simulators must develop operational
policy or procedures that are consistent with the DHS policy, and such
guidance is reviewed by the DHS Office of the General Counsel, Privacy
Office, and Office for Civil Rights and Civil Liberties.

End date

This commitment is complete.

Next steps

Continue periodic review of the use of investigative technologies.

7. Increase Transparency of the Intelligence Community

Lead government actors

Office of the Director of National Intelligence (ODNI)

Other actors involved

Intelligence community agencies

Main objective

Make information regarding foreign intelligence activities more publicly
available while continuing to protect such information when disclosure
could harm national security.

Brief description

a. Publish an Open Government Plan for the Intelligence Community.

b. Establish Intelligence.gov as the primary portal for the intelligence
community’s public information.

c. Hold regular meetings with civil society and update social media
guidelines.

d. Enhance efforts to ensure the intelligence community workforce
understands how to use authorized channels for submitting workforce

20



https://www.dhs.gov/sites/default/files/publications/Department%20Policy%20Regarding%20the%20Use%20of%20Cell-Site%20Simulator%20Technology.pdf

DRAFT

concerns about potential misconduct and use the National Intelligence
Award program to recognize that activity.

Relevance

This commitment relates to transparency, accountability, and
participation.

Ambition

This commitment introduces signi